inVestigation of metHods of CounteraCting Corporate frauduLenCe: aCCounting-LegaL approaCHes to tHe identifiCation of aBusonment Запропоновано створення власного агентства з фінансових розслідувань на підприємстві, його організаційну структуру, функції, етапи виявлення фактів зловживань та таблиця індикаторів зловживань. Визначено місце фальсифікації фінансової звітності у фінансовому шахрайстві. Обґрунтовано необхідність оцінки ризику фальсифікації фінансової звітності та наведено найбільш суттєві ризики шахрайства з фінансовою звітністю. ключові слова: корпоративне шахрайство, фальсифікація фінансової звітності, оцінка ризиків шахрайства, Агентство фінансових розслідувань.
plikus i. 1 
. introduction
The business environment in which businesses operate is characterized, on the one hand, by growing globaliza tion, increased control over compliance with legislation and responsibility to society, and on the other -eco nomic risks, one of which is corporate fraud and whose trend is worldwide, including in Ukraine, is sustainable and re duce to: 1) theft of assets (typical schemes of Ukrainian com panies are theft of money, assets, other illegal actions with assets);
2) corruption (manifested in obtaining undue bene fits as a result of abuses with receivables and payables, fraudulent discounts, overwhelming payment of bills in favor of counterparties);
3) manipulations with reporting and accounting da ta (for Ukraine are not so common, as a rule, manipula tions occur because of the desire to appear better in the eyes of the investor, bank or shareholder).
The ACFE study conducted in 2016 showed that in 23.2 % of cases, fraud losses in enterprises were $ 1 mil lion. And more, the longer the period of fraud lasts, the more serious the financial damage from and the losses grow proportionally to an increase in this, so the schemes that lasted more than 5 years led to losses of $ 850000, it is also indicated that 2/3 of the cases, which became known, related to the closed (average loss of $ 180.000) or open jointstock companies (average losses -$ 178000) [1] . As for Ukraine, according to the audit firm PwC (Pricewater houseCoopers), in 2014 more than 60 % of all Ukrainian companies suffered from fraudulent activities, whereas in 2011 -36 %, while about 18 % of cases the amount of theft is from $ 100 thousand to $ 1 million [2] . According to KPMG in 2016, more than 90 % of fraudulent actions by company employees are due to, or complete lack of internal control (71 %), or its shortcomings (10 %) [3] . Therefore, it is vital to study the issues related to the organization of an effective system of countering fraud.
the object of research and its technological audit
The updated framework for organization, implementa tion and operation of internal control systems and eva luation of their effectiveness (published in 2013 by the Committee of Sponsoring Organizations of the Treadway Commission -COSO), which in force since December 2014, explicitly state that «in assessing risks that can hinder to achieve the set goals, the organization takes into account the likelihood of fraudulent activities» [4] . That is, one of the key components of an effective anti fraud program is the assessment of fraud risk. At the same time, it is necessary to take into account that the risks of fraud are always growing in an environment of ineffec tively controlled environment, and it is not enough to use standard audit methods to detect fraud and risks of fraud, since fraud in most cases is accompanied by well thought out schemes, even in existing «risk libraries» (KPMG, PwC, Ernst & Young, Deloitte), it is not always possible to find adequate, sufficiently detailed solutions for identifi cation and ways of identifying risks. According to KPMG research in 2016, most corporate crimes are provided by the Corporate (Financial) Security Service of the enter prise, and only 6 % of abuses are by the Internal Audit Service [3] . In this connection, let's note that recently foreign experts on financial investigation, audit and ac counting considering the problems of interaction between the corporate security service and internal audit (control) are increasingly using the term as a criminal audit, fo rensic audit, financial investigations, Forensic and draw attention to the appropriateness of using forensic methods in internal audit [5] [6] [7] [8] [9] , and also focus on the legal un derstanding of the signs of crime in the system of deci sion making and key business processes by which it is possible to determine the available facts of fraud in the accounting system and point to such fraud as falsifica tion of financial statements, which, as compared to other types of corporate fraud, usually causes more financial ISSN 2226-3780 losses and has a more negative impact on shareholders and investors [10, 11] .
the aim and objectives of research
The aim of research is justification of the feasibility of creating its own agency for financial investigations of corporate fraud in order to improve monitoring and pre vention of fraud risks and identification of the risks of falsification of financial statements in order to develop mechanisms to reduce the risk of falsification of financial statements due to conflicts of professional judgment.
To achieve this aim, the following tasks are defined: 1. To substantiate the feasibility of creating its own Financial Investigation Agency at the enterprise and de velop its organizational structure and functions.
2. To propose the stages of revealing the facts of abuse. 3. To identify the falsification of financial reporting in financial fraud and justify the monitoring of fraud risks with financial reporting for the entity, risk ranking and quantitative and qualitative forms of control.
research of existing solutions of the problem
Many foreign theoreticians and practitioners, as well as audit companies (Deloitte, PwC, Ernst & Young, KPMG) and public organizations on accounting and audit are en gaged in the problem of corporate fraud, including falsifi cation of corporate financial reporting. For example, some authors [12] point out that in the financial investigation of fraud, it is necessary first of all to investigate the psy chology and factors that contribute to the risk of fraud in the enterprise, and they indicate the potential mistakes that management and auditors may have in suspecting employees of wrongful actions. Other specialists [13, 14] describe the schemes of misrepresentation of accounting data and reporting, stressing that knowledge of such schemes in the process of analyzing financial statements in the conduct of financial investigations are necessary to iden tify fraud. Some researchers [15] give examples of the formation of a plan for financial investigations, methods of collecting and protecting information, and also note the main features of forged documents. Some authors point to the problems of interaction between internal audit and financial investigation [5] , and also reveal the facts of fraud with incomes and accounts receivable [16] . In work [6] the author dwells in detail on the inspection of the ex penses of the enterprise with the purpose of revealing fraud, and also notes that it is impossible to carry out financial investigations of fraud at the enterprise without the means of criminalistics. It should be noted and the growing interest in this issue in the consulting and legal practice, as well as in domestic scientific literature. In work [17] the modern state of manipulation of indicators of financial reporting at domestic enterprises is investigated and methods of identification of manipulation of account ing records are defined. The author of the article [18] discloses the essence of the internal audit of fraud through the process of identifying the signs of fraud in order to timely prevent fraudulent actions and manipulation of credentials that could lead to bankruptcy of the joint stock company or its absorption by other enterprises as a result of inefficient managerial decisions. The article [19] analyzes the role of internal auditors in the prevention and detection of fraud, emphasizes the psychological component of the activity of the internal auditor and proves the exis tence of a correlation between the level of responsibility and skepticism and the quality of fraud risk assessment by the internal auditor.
methods of research
To solve the problems, the following methods are used: analysis and synthesis, logical generalization, comparative comparison.
research results
As the study showed, the actual issue for each enter prise today is the problem of identifying and combating abuses. This is due to the fact that despite the constant development of internal control and audit systems, business losses from fraud at enterprises grow annually ( Table 1) . In this context, let's note that: first, there is a le gal [20] and economic (accounting) [21] approaches to the definition of «fraud» concept. A legal study of this concept makes it clear: 1) the subject of fraud: property (money, valuables, etc.) and the right to property (the right to property is usually fixed by a certain document, in the following it allows the intruder to get the property in his property);
2) the ways of fraudulent: fraud and abuse of trust;
3) signs of fraud -these are qualifying signs for deter mining the composition of fraud as a type of crime [20, 22] .
In accounting practice, fraud is considered, on the one hand, when it comes to errors or falsification of accounting and reporting data (this is established by the auditors), and on the other hand -characterized by the cumulative actual signs of the crime in the decisionmaking system and key business processes by which it is possible to iden tify the available facts of fraud by one or more persons from management personnel in the corporate governance system (legal understanding) [21] [22] [23] [24] . It is believed that the most effective method of preventing corporate fraud ISSN 2226-3780 is the financial security services (financial investigations, internal audit, internal control and forensic departments) in enterprises interact with external experts. Thus, European companies spend 0.5 to 1 % of financial turnover on business security, Ukrainian companies spend less than 0.1 % [2] . Taking into account the existing achievements of Ukrainian and foreign researchers, as well as the world experience in counteracting this negative phenomenon [2, 6, 7, 10, 13] , it is proposed to form a system of internal security of business and counteracting fraud by creating at the enterprise the Financial Investigation Agency itself (to formalize it, as a separate legal entity), headed, for example, by the Deputy Financial Director for controlling and, which for all strategic and operational matters reports to the top management of the enterprise (for example, with regard to decisions on suspected persons, on transferring cases to law enforcement bodies, etc.), and on organizational matters to the financial director (for example, organization and methods of work, etc.), the Agency also interacts with the risk service (fraud risk assessment) and the legal department (evaluation of contracts). Agency staff is certified specialists in finance, audit, accounting and management accounting, psycholo gists and programmers. The agency includes the following services: information and analytical control, internal audit, financial investigations and psychological prevention of vio lations. The organizational structure and functions of each service are shown in Fig. 1 .
FINANCIAL INVESTIGATIONS AGENCY (legal entity)

Director
Financial director
Information and analytical control service
Monitoring of all accounting documents and accounting transactions on these documents; Tracking fraud indicators
Internal Audit Service
Auditing Group
Ensuring the reliability of accounting and management reporting; minimization of tax risks; verification of compliance with internal regulations
Financial Investigation Service
Collection of information on detected cases of fraud; independent investigation and preparation
Service of psychological prevention of violations
Drawing up a psychological portrait of employees; monitoring of staff satisfaction and loyalty; control of unreliable persons, etc.
Strategic and operational issues Organizational issues
Service for Risk Management Management and risk analysis
Legal department
Legal support of contracts, claim work
Auditing group
Is responsible for the verification and safeguarding of assets; control the effectiveness of their use; identification of shortages (inventory) fig. 1 . System of internal security of business and counteracting fraud (developed by the author on the basis of [4, 6, 15, 22 ])
The identification of the facts of abuse and their analysis is suggested for the following stages: Stage 1. Drawing up a table of abuse indicators (Table 2 ) and a library of typical schemes of fraud and abuse (Table 3) , which is replenished as needed monthly and sources of new data which may be: internal audit reports, audits, security service activities, management information and experts (for example, an expert on the audit of quality management systems or information security). At this stage, it is necessary to identify business processes where there is more risk of fraud, create a list of fraud scenarios in the context of these business processes and develop cer tain indicators of abuse, create a condensed format for the reporting system. If the sales revenue grows (the rate of revenue growth is greater than one), and the share of marginal income in revenue decreases (the rate of decrease in marginal income is greater than one), then there are signs of fraud in the financial statements
4.2
The growth rate of asset quality
If the growth rate of asset quality exceeds one, then, most likely, the enterprise increases the share of non-current assets in the total volume of assets. If the growth of non-current assets is not related to an increase in the number of fixed assets, this may indicate an unjustified capitalization of expenses
4.3
The growth rate of receivables turnover
When the turnover of receivables sharply increases, then it is likely that manipulations with proceeds from sales are being made; When the turnover of receivables is sharply reduced, it can't be excluded that the receivables are artificially overstated 4.4
The growth rate of the share of expenses in sales revenue
If there is a significant deviation from the unit, then manipulation or cost, or with revenue 4.5
The growth rate of the financial leverage
If the growth rate of the financial leverage fluctuates significantly, it is possible that accounts payable are included in profits, that is, an artificial understating of the level of financial leverage leads to an increase in the market value 4.6
The growth rate of the share of depreciation charges
The growth rate of the share of depreciation is approximately equal to unity, if there are sharp changes in this indicator, one can assert about possible fraud in the financial statements ISSN 2226-3780 Indicator Feature
Signs of abuse
Absence of documents confirming the work/tender; conclusion of an agreement on the performance of work with an enterprise that is not known in the profile market; insufficient details of the terms of the contract (the contract does not contain a list of services, there are no measurable units, etc.); overstated compared to the average market value of the services of the contractor; lack of justification for the need to involve the contractor in the work with own resources; affiliation of the contracting enterprise with the responsible persons of the enterprise-customer; the absence of a contractor at the registration address and so on
Factors of abuse
Conditions that can lead to abuse, they can be divided into three groups: opportunity, motivation and self-justification
Evidence of abuse
The coincidence of data in the acts of the contractor and reports on the work performed by own personnel (work orders); the absence of the result of the works accepted under the act and paid to the contractor; violation of the approved procedure for concluding a contract (no tender was conducted, the agreement was not coordinated with the parent organization), etc.
Probable patterns of abuse
The most likely ways of committing wrongful acts with the available signs and factors of abuse. For example, an enterprise enters into a contract for the performance of work with a contractor, who actually does not have the resources to perform these works. The work is done on its own, but the reports on their implementation are transferred to the contractor and copied to the acts of performed work. Based on the acts, the contractor's services are paid Possible stakeholders For each scheme of abuse, a list of persons who may be involved in the crime is listed: initiator; offender
Methods of gathering evidence and conducting investigations
Depending on the alleged scheme of abuse, the investigation methodology is also developed, including methods for clarifying the circumstances of the crime, identifying the persons involved and assessing the caused damage; the possible sources of information and evidence are listed: a list of documents that need to be analyzed (and, if necessary, included in the evidence base), the subject of analysis, from the staff for interviewing. For example, internal correspondence is analyzed to attract and select a contractor, this allows to identify the initiator of the transfer of work to the party and the one which proposed the nominee of the contractor; analysis of documentation on the contract of work helps identify people who have agreed the terms of the contract; verification of acts of completed work -signatures on fictitious documents; The amount of damage (the cost of duplicated works) is estimated based on the reconciliation of the contractor's activities and work reports on the enterprise, and the like All employees of the internal control and audit ser vice have free access to the Library of Fraud and Abuse Schemes, and employees of other services can receive it only after a special agreement.
Stage 2. Implementation of the control system. The developed tables of indicators of abuse are reported to departments, divisions, branches, etc., which are filled out by employees and the results are analyzed, and it should be borne in mind that violations can be detected only when analyzing related indicators and comparing the re sults of previous periods with current and extrapolating it to the future. Stage 3. Systematic identification of abuses and shortcomings -continuous monitoring of the enterprise's or ganizational environment in terms of risk tracking, pro vides for implementation at all levels of management of individual responsibility for identifying possible threats and their assessment.
Stage 4. Development of motivation system. The system of evaluation of effectiveness and motivation is developed ac cording to planfact analysis data and the rules for awarding and fining are determined in advance and are available for study to all employees.
Secondly, based on the studies (Table 4 ) conducted by KPMG in 2016 for the CIS countries, it is possible to note that one of the departments most susceptible to fraud is the Finance and Accounting Department (20 %) and one of the types of fraud, namely financial fraud fal sification of financial statements (11 %) and this, first of all, harms users of reporting, misleading them, as a result of which wrong decisions are made. It is from this type of financial fraud that the losses for the enterprise are the most significant, since it is extremely difficult to identify and prevent the distortion of accounting data and falsification of financial statements, because in ad dition to deliberate distortions, there are also cognitive distortions in conditions of ambiguity, that is, distortions that are the result of conflicts of professional judgments on the application of regulations and accounting regula tions (assessment and methodology for the reflection of assets, liabilities, income and expenses in accounting are based on subjective judgments, assumptions). Therefore, it is important to identify, rank and evaluate potential risks of falsification of financial statements, as well as to develop mechanisms to reduce the risk of falsification of financial statements due to conflicts of professional judg ment. In this regard, let's propose a table of risks that can arise from fraudulent financial reporting (Table 5) , as well as control over the risks of falsification of financial statements and misrepresentation of accounting data with a fundamental qualitative characteristic «essence», the essence of it is the focus of inspections and evalua tion both the meaning and nature of the distortions, that is simultaneously carried out, both quantitative and quali tative control.
In the process of quantitative control, foreign com panies apply the Trail Balance Review, which involves identifying deviations in the most significant articles of reporting compared to the previous reporting period, with attention paid only to those deviations that, based on practical studies by foreign experts, exceed 10 % level. The technique of qualitative control can be formed on the basis of recommendations developed by SOX (Sarbanes Oxley Low) [19] . 
sWot analysis if research results
Strengths. The strength of research is the rationale for the creation of its own agency for the financial investigation of corporate fraud at the enterprise. Based on the analysis of the experience of the operation of such units in foreign companies, the organizational structure, agency functions and stages of revealing abuses in the enterprise are proposed. A table of indicators has been developed and fragment of the structure of the library of typical schemes of fraud and abuse, which can be used not only to detect fraud, but also to identify, rank and evaluate potential risks, their factors, response measures to abuse, and the establishment of a risk management and control system. The risks of fraud with financial statements and their factors/signs are considered.
Weaknesses. Weakness is that, under the conditions of the development of computer technologies and changing legislation, new fraudulent schemes appear, including falsi fication of financial statements, so it is necessary to take into account not only the experience of foreign experts and leading audit companies to investigate financial abuses at enterprises but also domestic experience Financial in vestigation requires detailed analysis, but unfortunately Ukrainian audit companies do not provide such information.
Opportunities. Opportunities for further research is the study of the risks of cognitive distortion in the context of ambiguity in the interpretation of accounting regulations.
Threats. Threats to the results of conducted research is that the Ukrainian legislative system has significant short comings in identifying obstacles to the implementation of falsification of financial statements, both at a regulatory level and in establishing accountability for fraud in accounting.
Conclusions
1. The expediency of creating its own Financial Inves tigation Agency at the enterprise is substantiated and its organizational structure is developed, which includes the following services: information and analytical control, internal audit, financial investigations and psychological prevention of violations. The functions of these services are defined.
2. The stages of revealing the facts of abuse are sug gested. In this regard, a table of abuse indicators and a library structure of typical fraud schemes and abuses against embezzlement is developed.
3. The place of falsification of financial reporting in financial fraud and justifiable control of fraud risks with financial reporting for the entity, risk ranking and quan titative and qualitative forms of control is determined. A Kolos i.
introduction
The priority direction of increasing the efficiency of domestic industrial enterprises in order to ensure sustainable economic development for the long term is the introduction of innovative management methods and tools with a focus on overcoming crisis and atypical situations in conditions of instability, risk and uncertainty. There is a need to re vise, actively search for and introduce acceptable methods of effective management of an industrial enterprise with a focus on timely and quality performance of orders from buyers to ensure the proper and expected value. In this connection, there arises the problem of choosing rational methods of enterprise management taking into account the maximum use of the inherent advantages and simulta neous leveling of restrictions with a focus on the priority of achieving the desired results, subject to the consumption of limited resources, the specifics of the ope ration and the uniqueness of the production technology. In modern con ditions, in all spheres of activity, combining methods and their integrated use, in particular on the basis of frugality, is becoming increasingly important, which contributes to integrated management and assessment of the functioning of not only the industrial enterprise, but also the relation ships with its partners, in particular suppliers and buyers.
the object of research and its technological audit
The object of research is methods of managing an in dustrial enterprise in their interaction, taking into ac count the focus of the result within the introduction of the concept of lean production.
It should be noted that the operation of each method is aimed at eliminating losses and reducing the cost of operations [1] , but taking into account the dual nature of losses [2] , the result can vary significantly in each industrial enterprise depending on the sector of the economy and the uniqueness of the technology. In case of separate use, there is a chance of providing a short positive resulta reduction in unproductive losses [1, 3] . For longterm success, it is advisable to consider using the integration of methods, which will allow to get the best result on the basis of synergy through the strengthening of the action of each without restriction or contradiction between them. The interaction of the methods of the lean production concept
